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ɍɍȾȾɈɈɋɋɄɄɈɈɇɇȺȺɅɅȿȿɇɇɇɇəə ɉɉɊɊɈɈɎɎȿȿɋɋȱȱɃɃɇɇɈɈȲȲ ɉɉȱȱȾȾȽȽɈɈɌɌɈɈȼȼɄɄɂɂ ɆɆȺȺȽȽȱȱɋɋɌɌɊɊȱȱȼȼ
ɁɁ ɄɄȱȱȻȻȿȿɊɊȻȻȿȿɁɁɉɉȿȿɄɄɂɂ ȼȼ ɍɍɆɆɈɈȼȼȺȺɏɏ ȯȯȼȼɊɊɈɈȱȱɇɇɌɌȿȿȽȽɊɊȺȺɐɐȱȱɃɃɇɇɂɂɏɏ ɉɉɊɊɈɈɐɐȿȿɋɋȱȱȼȼ

ɋɬɚɬɬɹ ɩɪɢɫɜɹɱɟɧɚ ɨɞɧɿɣ ɡ ɚɤɬɭɚɥɶɧɢɯ ɩɪɨɛɥɟɦ ɩɿɞɝɨɬɨɜɤɢ ɮɚɯɿɜɰɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ –
ɪɟɮɨɪɦɭɜɚɧɧɸ ɬɚ ɦɨɞɟɪɧɿɡɚɰɿʀ ɫɢɫɬɟɦɢ ȱɌ-ɨɫɜɿɬɢ ɧɚ ɪɿɜɧɿ ɦɚɝɿɫɬɪɚɬɭɪɢ. Ʉɨɧɫɬɚɬɨɜɚɧɨ, ɳɨ ɭ
ɫɭɱɚɫɧɨɦɭ ɿɧɮɨɪɦɚɰɿɣɧɨɦɭ ɫɭɫɩɿɥɶɫɬɜɿ ɫɩɨɫɬɟɪɿɝɚɽɬɶɫɹ ɡɚɥɟɠɧɿɫɬɶ ɪɨɡɜɢɬɤɭ ɟɤɨɧɨɦɿɱɧɨʀ,
ɩɨɥɿɬɢɱɧɨʀ ɬɚ ɫɨɰɿɚɥɶɧɨʀ ɫɮɟɪ ɜɿɞ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɬɚ ɤɿɛɟɪɧɟɬɢɱɧɨʀ ɫɩɪɨɦɨɠɧɨɫɬɿ ɤɪɚʀɧɢ.
Ɉɫɧɨɜɧɭ ɭɜɚɝɭ ɡɨɫɟɪɟɞɠɟɧɨ ɧɚ ɚɧɚɥɿɡɿ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɨʀ ɛɚɡɢ ɭ ɝɚɥɭɡɿ ɤɿɛɟɪɛɟɡɩɟɤɢ
ɪɿɡɧɢɯ ɤɪɚʀɧ. ɇɚɝɨɥɨɲɟɧɨ, ɳɨ ɧɟɨɛɯɿɞɧɨɫɬɿ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɨɝɨ
ɡɚɛɟɡɩɟɱɟɧɧɹ ɳɨɞɨ ɪɟɝɭɥɸɜɚɧɧɹ ɩɪɨɰɟɫɿɜ ɫɬɜɨɪɟɧɧɹ ɽɞɢɧɨɝɨ ɤɿɛɟɪɩɪɨɫɬɨɪɭ ɬɚ ɨɫɜɿɬɧɶɨɝɨ
ɩɪɨɫɬɨɪɭ ɦɿɠ ɤɪɚʀɧɚɦɢ ȯɋ, ɳɨ ɫɩɪɢɹɬɢɦɟ ɨɛ’ɽɞɧɚɧɧɸ ɡɭɫɢɥɶ ɡ ɤɿɛɟɪɧɟɬɢɱɧɨʀ ɛɟɡɩɟɤɢ ɤɪɚʀɧ-
ɱɥɟɧɿɜ.

Ɋɨɡɝɥɹɧɭɬɨ ɧɚɣɛɿɥɶɲ ɜɚɠɥɢɜɿ ɡɚɤɨɧɢ ɬɚ ɩɿɞɡɚɤɨɧɧɿ ɚɤɬɢ, ɳɨ ɪɨɡɪɨɛɥɹɸɬɶɫɹ
ɦɿɠɧɚɪɨɞɧɢɦɢ ɨɪɝɚɧɿɡɚɰɿɹɦɢ ɞɥɹ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɩɪɨɮɟɫɿɣɧɨʀ ɩɿɞɝɨɬɨɜɤɢ ɦɚɝɿɫɬɪɿɜ ɡ
ɤɿɛɟɪɛɟɡɩɟɤɢ. ȼɢɡɧɚɱɟɧɨ ɧɚɩɪɹɦɢ ɭɞɨɫɤɨɧɚɥɟɧɧɹ, ɡɨɤɪɟɦɚ: ɨɧɨɜɥɟɧɧɹ ɡɦɿɫɬɭ ɨɫɜɿɬɧɿɯ ɬɚ
ɨɫɜɿɬɧɶɨ-ɧɚɭɤɨɜɢɯ ɩɪɨɝɪɚɦ; ɪɨɡɪɨɛɥɟɧɧɹ ɪɚɦɤɨɜɨʀ ɦɨɞɟɥɿ ɤɨɦɩɟɬɟɧɰɿɣ ɞɥɹ ɮɚɯɿɜɰɿɜ ɭ ɝɚɥɭɡɿ
ɤɿɛɟɪɛɟɡɩɟɤɢ; ɩɨɫɢɥɟɧɧɹ ɿɧɬɟɝɪɚɰɿʀ ȱɌ-ɨɫɜɿɬɢ ɣ ɧɚɭɤɢ; ɚɤɚɞɟɦɿɱɧɟ ɜɢɡɧɚɧɧɹ ɦɚɝɿɫɬɟɪɫɶɤɢɯ
ɨɫɜɿɬɧɿɯ ɩɪɨɝɪɚɦ ɭ ȯɋ. ȼɢɨɤɪɟɦɥɟɧɨ ɨɫɧɨɜɧɿ ɜɢɦɨɝɢ ȯɋ ɞɨ ɩɪɨɮɟɫɿɣɧɨʀ ɞɿɹɥɶɧɨɫɬɿ ɬɚ
ɩɪɨɮɟɫɿɣɧɨʀ ɤɨɦɩɟɬɟɧɬɧɨɫɬɿ ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ. Ɂ’ɹɫɨɜɚɧɨ, ɳɨ ɩɟɪɫɩɟɤɬɢɜɧɢɦɢ ɰɿɥɹɦɢ
ɿɧɬɟɝɪɚɰɿʀ ɤɪɚʀɧ ȯɋ ɭ ɝɚɥɭɡɿ ɩɿɞɝɨɬɨɜɤɢ ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɽ ɞɨɫɹɝɧɟɧɧɹ ɧɚɣɜɢɳɨɝɨ ɪɿɜɧɹ
ɩɪɨɮɟɫɿɣɧɨʀ ɬɚ ɚɤɚɞɟɦɿɱɧɨʀ ɫɜɨɛɨɞɢ, ɪɟɮɨɪɦɭɜɚɧɧɹ  IT-ɨɫɜɿɬɢ.

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɩɪɨɮɟɫɿɣɧɚ ɩɿɞɝɨɬɨɜɤɚ, ɦɚɝɿɫɬɪɚɬɭɪɚ, IT-ɮɚɯɿɜɰɿ, ɤɿɛɟɪɧɟɬɢɱɧɢɣ
ɩɪɨɫɬɿɪ, ɤɿɛɟɪɛɟɡɩɟɤɚ, ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɟ ɡɚɛɟɡɩɟɱɟɧɧɹ.

ɍ ɤɨɧɬɟɤɫɬɿ ɿɧɬɟɝɪɚɰɿʀ ɍɤɪɚʀɧɢ ɭ ɽɜɪɨɩɟɣɫɶɤɢɣ ɨɫɜɿɬɧɿɣ ɩɪɨɫɬɿɪ ɩɨɬɪɟɛɭɽ
ɪɟɮɨɪɦɭɜɚɧɧɹ ɬɚ ɦɨɞɟɪɧɿɡɚɰɿʀ ɫɢɫɬɟɦɚ ȱɌ-ɨɫɜɿɬɢ ɧɚ ɪɿɜɧɿ ɦɚɝɿɫɬɪɚɬɭɪɢ.
ɉɪɨɛɥɟɦɚ ɩɿɞɝɨɬɨɜɤɢ ɤɨɧɤɭɪɟɧɬɨɡɞɚɬɧɢɯ ȱɌ-ɮɚɯɿɜɰɿɜ, ɡɨɤɪɟɦɚ ɦɚɝɿɫɬɪɿɜ ɡ
ɤɿɛɟɪɛɟɡɩɟɤɢ, ɽ ɜɚɠɥɢɜɢɦ ɡɚɜɞɚɧɧɹɦ ɞɥɹ ɦɿɠɧɚɪɨɞɧɨʀ ɚɤɚɞɟɦɿɱɧɨʀ ɫɩɿɥɶɧɨɬɢ.
ɇɟɨɛɯɿɞɧɿɫɬɶ ɜɢɪɿɲɟɧɧɹ ɰɿɽʀ ɩɪɨɛɥɟɦɢ ɨɫɨɛɥɢɜɨ ɩɪɨɫɬɟɠɭɽɬɶɫɹ ɧɚ
ɽɜɪɨɩɟɣɫɶɤɨɦɭ ɪɿɜɧɿ, ɳɨ ɡɚɤɪɿɩɥɟɧɨ ɭ ɧɢɡɰɿ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɢɯ ɿɧɿɰɿɚɬɢɜ
ɬɚ ɚɤɬɢɜɧɿɣ ɞɿɹɥɶɧɨɫɬɿ ɜɿɞɨɦɢɯ ɦɿɠɧɚɪɨɞɧɢɯ ɨɪɝɚɧɿɡɚɰɿɣ. ɇɚ ɩɟɪɢɮɟɪɿʀ ɧɚɭɤɨɜɢɯ
ɪɨɡɜɿɞɨɤ ɡɚɥɢɲɚɸɬɶɫɹ ɩɪɨɰɟɫɢ ɫɬɚɧɞɚɪɬɢɡɚɰɿʀ ɜɢɳɨʀ ȱɌ-ɨɫɜɿɬɢ. Ɉɛ’ɽɤɬɢɜɧɢɣ
ɚɧɚɥɿɡ ɩɟɞɚɝɨɝɿɱɧɢɯ ɡɞɨɛɭɬɤɿɜ ɜɢɫɨɤɨɪɨɡɜɢɧɟɧɢɯ ɤɪɚʀɧ ɫɜɿɬɭ ɳɨɞɨ
ɨɫɨɛɥɢɜɨɫɬɟɣ ɩɪɨɮɟɫɿɣɧɨʀ ɩɿɞɝɨɬɨɜɤɢ ɮɚɯɿɜɰɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɬɚ ʀɯ ɬɜɨɪɱɚ
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ɚɞɚɩɬɚɰɿɹ ɭ ɜɿɬɱɢɡɧɹɧɿɣ ɩɪɚɤɬɢɰɿ ɜɢɳɨʀ ɲɤɨɥɢ ɫɩɪɢɹɬɢɦɟ ɪɨɡɲɢɪɟɧɧɸ ɦɟɠ
ɧɚɭɤɨɜɨɝɨ ɩɿɡɧɚɧɧɹ ɳɨɞɨ ɦɚɝɿɫɬɟɪɫɶɤɨʀ ɨɫɜɿɬɢ, ɜɜɟɞɟɧɧɸ ɧɨɜɢɯ ɩɟɞɚɝɨɝɿɱɧɢɯ
ɪɟɚɥɿɣ ɬɚ ɤɨɧɰɟɩɬɭɚɥɶɧɢɯ ɩɿɞɯɨɞɿɜ, ɦɨɞɢɮɿɤɚɰɿʀ ɫɢɫɬɟɦɢ ɜɢɳɨʀ ȱɌ-ɨɫɜɿɬɢ
ɍɤɪɚʀɧɢ.

Ʉɨɧɰɟɩɬɭɚɥɶɧɿ ɡɚɫɚɞɢ ɪɨɡɜɢɬɤɭ ȱɌ-ɨɫɜɿɬɢ ɬɚ ɩɪɨɮɟɫɿɣɧɨʀ ɩɿɞɝɨɬɨɜɤɢ
ɮɚɯɿɜɰɿɜ ɜ ɝɚɥɭɡɿ ɤɿɛɟɪɛɟɡɩɟɤɢ ɜɢɤɥɚɞɟɧɨ ɜ ɡɚɤɨɧɨɞɚɜɱɢɯ ɿ ɧɨɪɦɚɬɢɜɧɨ-
ɩɪɚɜɨɜɢɯ ɚɤɬɚɯ ɧɚɲɨʀ ɞɟɪɠɚɜɢ (Ɂɚɤɨɧ ɍɤɪɚʀɧɢ “ɉɪɨ ɜɢɳɭ ɨɫɜɿɬɭ” (2014), “ɉɪɨ
ɨɫɧɨɜɧɿ ɡɚɫɚɞɢ ɪɨɡɜɢɬɤɭ ɿɧɮɨɪɦɚɰɿɣɧɨɝɨ ɫɭɫɩɿɥɶɫɬɜɚ ɜ ɍɤɪɚʀɧɿ ɧɚ 2007 – 2015
ɪɨɤɢ” (2007), ɋɬɪɚɬɟɝɿɹ ɫɬɚɥɨɝɨ ɪɨɡɜɢɬɤɭ “ɍɤɪɚʀɧɚ – 2020 ɪɨɤɭ” (2013), “ɉɪɨ
ɋɬɪɚɬɟɝɿɸ ɤɿɛɟɪɛɟɡɩɟɤɢ ɍɤɪɚʀɧɢ” (2017), “ɉɪɨ ɇɚɰɿɨɧɚɥɶɧɭ ɩɪɨɝɪɚɦɭ
ɿɧɮɨɪɦɚɬɢɡɚɰɿʀ” (2012)).

ɉɢɬɚɧɧɹ ɿɧɮɨɪɦɚɬɢɡɚɰɿʀ ɫɭɫɩɿɥɶɫɬɜɚ ɬɚ ɩɿɞɝɨɬɨɜɤɢ ɮɚɯɿɜɰɿɜ ȱɌ-ɝɚɥɭɡɿ
ɜɢɫɜɿɬɥɟɧɨ ɭ ɩɪɚɰɹɯ ɭɤɪɚʀɧɫɶɤɢɯ ɬɚ ɡɚɪɭɛɿɠɧɢɯ ɧɚɭɤɨɜɰɿɜ ȼ. Ȼɢɤɨɜɚ, Ʉ. Ȼɪɸɫɚ
(C. Bruce), Ɋ. Ƚɭɪɟɜɢɱɚ, Ɇ. Ʉɚɞɟɦɿʀ, ȿ. Ʉɨɟɧɚ (E. Cohen), Ɍ. Ɇɚɤɝɿɥɥɚ (T. McGill),
ɇ. ɇɭɪɿɽɜɚ, ȼ. ɋɭɯɨɦɥiɧɚ ɬɚ ɿɧ. ɋɩɟɰɢɮɿɤɭ ɪɨɡɜɢɬɤɭ ɜɢɳɨʀ ɬɟɯɧɿɱɧɨʀ ɨɫɜɿɬɢ ɜ
ɡɚɪɭɛɿɠɧɢɯ ɤɪɚʀɧɚɯ ɩɪɨɚɧɚɥɿɡɨɜɚɧɨ ɭ ɧɚɭɤɨɜɢɯ ɪɨɡɜɿɞɤɚɯ Ʌ. Ⱥɤɿɦɨɜɨʀ, ɇ. Ȼɿɞɸɤ,
Ȼ. Ȼɢɫɬɪɨɜɨʀ, ȼ. Ɍɪɟɬɶɤɚ, Ɋ. ɒɚɪɚɧɚ, ȱ. ɉɨɞɨɞɿɦɟɧɤɨ ɬɚ ɿɧ.

ȼɢɞɿɥɟɧɧɹ ɧɟɜɢɪɿɲɟɧɢɯ ɪɚɧɿɲɟ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ.
Ɍɪɚɧɫɧɚɰɿɨɧɚɥɶɧɢɣ ɯɚɪɚɤɬɟɪ ɤɿɛɟɪɩɪɨɫɬɨɪɭ ɜɢɦɚɝɚɽ ɜɢɪɿɲɟɧɧɹ ɩɪɨɛɥɟɦ
ɲɥɹɯɨɦ ɪɟɝɿɨɧɚɥɶɧɨɝɨ ɬɚ ɦɿɠɧɚɪɨɞɧɨɝɨ ɫɩɿɜɪɨɛɿɬɧɢɰɬɜɚ. ȼɨɞɧɨɱɚɫ ɩɨɞɨɥɚɧɧɹ
ɡɚɝɪɨɡ, ɪɨɡɪɨɛɥɟɧɧɹ ɜɿɞɩɨɜɿɞɧɢɯ ɪɿɲɟɧɶ ɡ ɦɟɬɨɸ ɡɦɿɰɧɟɧɧɹ ɛɟɡɩɟɤɢ
ɤɿɛɟɪɩɪɨɫɬɨɪɭ ɧɚ ɦɿɠɧɚɪɨɞɧɨɦɭ ɪɿɜɧɿ ɡɭɦɨɜɥɸɽ ɩɨɬɪɟɛɭ ɭ ɤɨɨɩɟɪɚɰɿʀ ɞɿɣ ɪɿɡɧɢɯ
ɝɚɥɭɡɟɣ: ɩɨɥɿɬɢɱɧɨʀ, ɟɤɨɧɨɦɿɱɧɨʀ, ɬɟɯɧɨɥɨɝɿɱɧɨʀ, ɨɫɜɿɬɧɶɨʀ, ɩɪɚɜɨɜɨʀ,
ɭɩɪɚɜɥɿɧɫɶɤɨʀ, ɜɿɣɫɶɤɨɜɨʀ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɬɟ, ɳɨ ɧɚɰɿɨɧɚɥɶɧɚ ɩɨɥɿɬɢɤɚ ɛɭɞɶ-
ɹɤɨʀ ɤɪɚʀɧɢ ɩɟɪɟɞɛɚɱɚɽ ɡɛɟɪɟɠɟɧɧɹ ɿ ɡɚɯɢɫɬ ɤɨɪɞɨɧɿɜ ɣ ɧɚɰɿɨɧɚɥɶɧɨɝɨ
ɫɭɜɟɪɟɧɿɬɟɬɭ, ɿɧɮɪɚɫɬɪɭɤɬɭɪɚ, ɨɛɥɚɞɧɚɧɧɹ, ɬɚ ɥɨɝɿɫɬɢɤɚ ɤɿɛɟɪɩɪɨɫɬɨɪɭ
ɮɭɧɤɰɿɨɧɭɸɬɶ ɩɨɡɚ ɦɟɠɚɦɢ ɰɢɯ ɤɨɪɞɨɧɿɜ, ɳɨ ɧɚɞɚɽ ɣɨɦɭ ɦɿɠɧɚɪɨɞɧɨɝɨ
ɫɬɚɬɭɫɭ.

Ⱦɨɫɜɿɞ ɽɜɪɨɩɟɣɫɶɤɢɯ ɤɪɚʀɧ ɬɚ ɫɜɿɬɨɜɨʀ ɫɩɿɥɶɧɨɬɢ ɩɨɤɚɡɭɽ, ɳɨ ɜɢɜɱɟɧɧɹ,
ɭɡɚɝɚɥɶɧɟɧɧɹ ɿ ɩɨɲɢɪɟɧɧɹ ɿɧɧɨɜɚɰɿɣɧɢɯ ɩɿɞɯɨɞɿɜ ɭ ɫɮɟɪɿ ɩɪɨɮɟɫɿɣɧɨʀ
ɩɿɞɝɨɬɨɜɤɢ ɮɚɯɿɜɰɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɨɫɨɛɥɢɜɨ ɟɮɟɤɬɢɜɧɨ ɡɞɿɣɫɧɸɽɬɶɫɹ ɜ ɦɟɠɚɯ
ɦɿɠɧɚɪɨɞɧɢɯ ɩɪɨɟɤɬɿɜ. ɐɟ ɡɭɦɨɜɥɟɧɨ ɧɟɨɛɯɿɞɧɿɫɬɸ ɨɛ’ɽɞɧɚɧɧɹ ɩɟɪɟɞ
ɩɪɨɛɥɟɦɚɦɢ ɤɪɢɡɨɜɢɯ ɹɜɢɳ ɿ ɝɭɦɚɧɿɬɚɪɧɢɯ ɤɚɬɚɫɬɪɨɮ ɬɚ ɫɬɜɨɪɟɧɧɹ ɫɩɿɥɶɧɢɯ
ɪɟɝɭɥɹɰɿɣɧɢɯ ɬɚ ɭɩɪɚɜɥɿɧɫɶɤɢɯ ɿɧɫɬɢɬɭɰɿɣ, ɜɢɪɨɛɥɟɧɧɹ ɽɞɢɧɢɯ ɫɬɚɧɞɚɪɬɿɜ, ɧɨɪɦ
ɿ ɩɪɚɜɢɥ ɡɞɨɛɭɬɬɹ ɨɫɜɿɬɢ, ɛɟɡɩɟɤɨɜɨʀ ɩɨɥɿɬɢɤɢ ɬɨɳɨ.

Ɇɟɬɚ ɫɬɚɬɬɿ ɩɨɥɹɝɚɽ ɡ’ɹɫɭɜɚɧɧɿ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɨɝɨ ɪɟɝɭɥɸɜɚɧɧɹ
ɩɪɨɮɟɫɿɣɧɨʀ ɩɿɞɝɨɬɨɜɤɢ ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɜ ɭɦɨɜɚɯ ɽɜɪɨɿɧɬɟɝɪɚɰɿɣɧɢɯ
ɩɪɨɰɟɫɿɜ ɬɚ ɮɨɪɦɭɜɚɧɧɹ ɤɿɛɟɪɧɟɬɢɱɧɨɝɨ ɩɪɨɫɬɨɪɭ.

Ƚɥɨɛɚɥɶɧɚ ɿɧɮɨɪɦɚɬɢɡɚɰɿɹ ɫɭɫɩɿɥɶɫɬɜɚ ɚɤɬɢɜɿɡɭɽ ɧɨɜɿ ɝɟɨɩɨɥɿɬɢɱɧɿ
ɩɪɨɰɟɫɢ, ɹɤ-ɬɨ: ɝɥɨɛɚɥɿɡɚɰɿɹ ɟɤɨɧɨɦɿɤɢ, ɳɨ ɩɪɨɫɬɟɠɭɽɬɶɫɹ ɭ ɫɬɜɨɪɟɧɧɿ
ɬɪɚɧɫɧɚɰɿɨɧɚɥɶɧɢɯ ɤɨɪɩɨɪɚɰɿɣ, ɦɿɠɧɚɪɨɞɧɨɦɭ ɪɨɡɩɨɞɿɥɿ ɩɪɚɰɿ ɬɚ ɪɢɧɤɿɜ ɡɛɭɬɭ
ɩɪɨɞɭɤɰɿʀ; ɝɥɨɛɚɥɿɡɚɰɿɹ ɧɚɭɤɢ, ɳɨ ɚɤɬɢɜɿɡɭɽ ɫɬɜɨɪɟɧɧɹ ɪɨɡɩɨɞɿɥɟɧɢɯ
ɦɿɠɧɚɪɨɞɧɢɯ ɬɜɨɪɱɢɯ ɤɨɥɟɤɬɢɜɿɜ ɭɱɟɧɢɯ, ɹɤɿ ɩɪɚɰɸɸɬɶ ɧɚɞ ɫɩɿɥɶɧɢɦɢ
ɧɚɭɤɨɜɢɦɢ ɩɪɨɟɤɬɚɦɢ, ɚ ɬɚɤɨɠ ɩɪɨɰɟɫ ɿɧɬɟɧɫɢɮɿɤɚɰɿʀ ɦɿɠɧɚɪɨɞɧɨɝɨ ɨɛɦɿɧɭ
ɧɚɭɤɨɜɨɸ ɿɧɮɨɪɦɚɰɿɽɸ, ɩɪɨɜɟɞɟɧɧɹ ɦɿɠɧɚɪɨɞɧɢɯ ɬɟɥɟɤɨɧɮɟɪɟɧɰɿɣ;
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ɝɥɨɛɚɥɿɡɚɰɿɹ ɨɫɜɿɬɢ, ɳɨ ɚɤɬɢɜɿɡɭɽ ɩɪɨɰɟɫ ɪɨɡɜɢɬɤɭ ɫɢɫɬɟɦ ɞɢɫɬɚɧɰɿɣɧɨɝɨ
ɧɚɜɱɚɧɧɹ; ɝɥɨɛɚɥɿɡɚɰɿɹ ɤɭɥɶɬɭɪɢ, ɹɤɚ ɩɪɨɹɜɥɹɽɬɶɫɹ ɭ ɫɬɜɨɪɟɧɧɿ ɟɥɟɤɬɪɨɧɧɢɯ
ɛɿɛɥɿɨɬɟɤ, ɤɚɪɬɢɧɧɢɯ ɝɚɥɟɪɟɣ ɬɚ ɿɧɲɢɯ ɬɜɨɪɿɜ ɦɢɫɬɟɰɬɜɚ ɿ ɥɿɬɟɪɚɬɭɪɢ [9, c. 79-
80; 10]

ɍ ɫɭɱɚɫɧɨɦɭ ɿɧɮɨɪɦɚɰɿɣɧɨɦɭ ɫɭɫɩɿɥɶɫɬɜɿ ɫɩɨɫɬɟɪɿɝɚɽɬɶɫɹ ɡɚɥɟɠɧɿɫɬɶ
ɪɨɡɜɢɬɤɭ ɟɤɨɧɨɦɿɱɧɨʀ, ɩɨɥɿɬɢɱɧɨʀ ɬɚ ɫɨɰɿɚɥɶɧɨʀ ɫɮɟɪ ɜɿɞ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɬɚ
ɤɿɛɟɪɧɟɬɢɱɧɨʀ ɫɩɪɨɦɨɠɧɨɫɬɿ ɤɪɚʀɧɢ. Ɂɚ ɩɿɞɪɚɯɭɧɤɚɦɢ ɮɚɯɿɜɰɿɜ ɦɨɠɥɢɜɿ ɡɛɢɬɤɢ
ɜɿɞ ɤɿɛɟɪɚɬɚɤ ɧɚ ɨɧɥɚɣɧɨɜɿ-ɛɚɧɤɿɜɫɶɤɿ ɬɚ ɮɿɧɚɧɫɨɜɿ ɩɨɫɥɭɝɢ ɥɢɲɟ ɨɞɧɿɽʀ
ȯɜɪɨɩɟɣɫɶɤɨʀ ɤɪɚʀɧɢ ɫɬɚɧɨɜɥɹɬɶ ɩɨɧɚɞ 10 ɦɿɥɶɣɨɧɿɜ ɽɜɪɨ ɧɚ ɞɟɧɶ [12]. Ɍɨɦɭ
ɛɚɝɚɬɨ ɤɪɚʀɧ ɪɨɡɪɨɛɢɥɢ ɬɚ ɡɚɬɜɟɪɞɢɥɢ ɧɚɰɿɨɧɚɥɶɧɭ ɤɿɛɟɪɛɟɡɩɟɤɨɜɭ ɫɬɪɚɬɟɝɿɸ,
ɳɨ ɛɭɥɚ ɩɿɞɤɪɿɩɥɟɧɚ ɜɿɞɩɨɜɿɞɧɨɸ ɡɚɤɨɧɨɞɚɜɱɨɸ ɛɚɡɨɸ, ɬɚ ɡɚɩɪɨɜɚɞɢɥɢ
ɧɚɰɿɨɧɚɥɶɧɿ ɦɟɯɚɧɿɡɦɢ ɪɟɚɝɭɜɚɧɧɹ ɧɚ ɤɿɛɟɪɿɧɰɢɞɟɧɬɢ. Ⱦɟɹɤɿ ɤɪɚʀɧɢ ɩɪɨɝɨɥɨɫɢɥɢ
ɤɿɛɟɪɩɪɨɫɬɿɪ ɩ’ɹɬɢɦ ɜɿɣɫɶɤɨɜɢɦ ɨɛ’ɽɤɬɨɦ, ɚ ɬɚɤɨɠ ɫɬɜɨɪɢɥɢ ɡɚɯɢɫɧɿ ɬɚ
ɧɚɫɬɭɩɚɥɶɧɿ ɤɿɛɟɪɤɨɦɚɧɞɢ ɜ ɫɜɨʀɯ ɚɪɦɿɹɯ ɡɚɞɥɹ ɦɿɧɿɦɿɡɚɰɿʀ ɪɢɡɢɤɿɜ ɞɥɹ
ɩɪɨɦɢɫɥɨɜɨɫɬɿ ɬɚ ɝɪɨɦɚɞɹɧ.

Ɉɞɧɚɤ ɡɞɿɣɫɧɟɧɢɣ ɚɧɚɥɿɡ ɜɿɞɩɨɜɿɞɧɢɯ ɦɚɬɟɪɿɚɥɿɜ ɫɜɿɞɱɢɬɶ ɩɪɨ ɿɫɧɭɜɚɧɧɹ
ɪɿɡɧɢɯ ɩɨɝɥɹɞɿɜ ɬɚ ɩɿɞɯɨɞɿɜ ɞɨ ɜɢɪɿɲɟɧɧɹ ɩɪɨɛɥɟɦɢ ɤɿɛɟɪɧɟɬɢɱɧɢɯ ɡɚɝɪɨɡ ɜ
ɪɿɡɧɢɯ ɤɪɚʀɧɚɯ ɬɚ ɡɚɥɟɠɧɨɫɬɿ ɛɟɡɩɟɤɢ ɞɟɪɠɚɜɢ ɜɿɞ ɹɤɨɫɬɿ ɜɢɳɨʀ ɨɫɜɿɬɢ.
ȼɿɞɦɿɧɧɿɫɬɶ ɫɩɨɫɬɟɪɿɝɚɽɬɶɫɹ ɭ ɜɢɡɧɚɱɟɧɧɿ ɜɿɞɩɨɜɿɞɚɥɶɧɢɯ ɨɪɝɚɧɿɜ: ɹɤɳɨ ɜ ɨɞɧɢɯ
ɤɪɚʀɧɚɯ ɛɭɥɢ ɫɬɜɨɪɟɧɿ ɧɚɰɿɨɧɚɥɶɧɿ ɨɪɝɚɧɿɡɚɰɿʀ, ɜɿɞɩɨɜɿɞɚɥɶɧɿ ɡɚ ɭɩɪɚɜɥɿɧɧɹ
ɤɿɛɟɪɛɟɡɩɟɤɨɸ, ɬɨ ɜ ɿɧɲɢɯ ɜɿɞɩɨɜɿɞɚɥɶɧɿɫɬɶ ɡɚ ɪɟɚɥɿɡɚɰɿɸ ɧɚɰɿɨɧɚɥɶɧɨʀ ɩɨɥɿɬɢɤɢ
ɩɨɤɥɚɞɟɧɚ ɧɚ ɤɨɨɪɞɢɧɚɰɿɣɧɿ ɨɪɝɚɧɢ, ɚ ɭɩɪɚɜɥɿɧɧɹ ɬɚ ɿɦɩɥɟɦɟɧɬɚɰɿɹ ɩɨɥɿɬɢɤɢ
ɛɭɥɚ ɡɚɥɢɲɟɧɚ ɭɪɹɞɨɜɢɦ ɞɟɩɚɪɬɚɦɟɧɬɚɦ [1, ɫ. 55-56].

Ɇɿɠɧɚɰɿɨɧɚɥɶɧɢɣ ɯɚɪɚɤɬɟɪ ɤɿɛɟɪɧɟɬɢɱɧɨɝɨ ɩɪɨɫɬɨɪɭ ɩɨɬɪɟɛɭɽ ɜɢɪɨɛɥɟɧɧɹ
ɬɚ ɤɨɨɪɞɢɧɚɰɿʀ ɩɨɥɿɬɢɤɢ ɩɟɪɟɞɭɫɿɦ ɧɚ ɦɿɠɧɚɪɨɞɧɨɦɭ ɪɿɜɧɿ. ȼɢɜɱɟɧɧɹ
ɨɪɢɝɿɧɚɥɶɧɢɯ ɦɚɬɟɪɿɚɥɿɜ ɞɚɥɨ ɡɦɨɝɭ ɤɨɧɫɬɚɬɭɜɚɬɢ, ɳɨ ɨɫɧɨɜɧɢɦɢ ɡɚɜɞɚɧɧɹɦɢ
ɦɿɠɧɚɪɨɞɧɨʀ ɩɨɥɿɬɢɤɢ ɜ ɝɚɥɭɡɿ ɪɨɡɜɢɬɤɭ ɤɿɛɟɪɛɟɡɩɟɤɢ ɽ: ɫɬɜɨɪɟɧɧɹ ɫɩɪɢɹɬɥɢɜɢɯ
ɭɦɨɜ ɞɥɹ ɿɧɬɟɧɫɢɜɧɨɝɨ ɡɪɨɫɬɚɧɧɹ ɿɧɮɨɪɦɚɰɿɣɧɨɝɨ ɫɟɤɬɨɪɚ ɧɚɰɿɨɧɚɥɶɧɨʀ
ɟɤɨɧɨɦɿɤɢ; ɩɿɞɬɪɢɦɤɚ ɿɧɧɨɜɚɰɿɣɧɢɯ ɩɪɨɟɤɬɿɜ ɫɬɜɨɪɟɧɧɹ ɬɚ ɪɨɡɜɢɬɤɭ ɫɢɫɬɟɦ
ɿɧɮɨɪɦɚɬɢɡɚɰɿʀ ɜ ɩɪɿɨɪɢɬɟɬɧɢɯ ɫɮɟɪɚɯ ɿɧɮɨɪɦɚɬɢɡɚɰɿʀ; ɡɚɛɟɡɩɟɱɟɧɧɹ
ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɬɚ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ; ɡɚɛɟɡɩɟɱɟɧɧɹ ɪɿɜɧɨɩɪɚɜɧɨʀ
ɭɱɚɫɬɿ ɜ ɦɿɠɧɚɪɨɞɧɿɣ ɜɿɞɩɨɜɿɞɚɥɶɧɨɫɬɿ ɡɚ ɝɥɨɛɚɥɶɧɭ ɚɛɨ ɪɟɝɿɨɧɚɥɶɧɭ
ɤɿɛɟɪɛɟɡɩɟɤɭ; ɪɨɡɜɢɬɨɤ ɩɪɚɜɨɜɨʀ ɛɚɡɢ ɳɨɞɨ ɫɬɜɨɪɟɧɧɹ ɦɿɠɧɚɪɨɞɧɨɝɨ ɤɨɞɟɤɫɭ
ɤɿɛɟɪɛɟɡɩɟɤɢ; ɜɪɟɝɭɥɸɜɚɧɧɹ ɪɿɡɧɢɯ ɚɫɩɟɤɬɿɜ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɤɿɛɟɪɧɟɬɢɱɧɨɝɨ
ɩɪɨɫɬɨɪɭ.

Ⱥɧɚɥɿɡ ɡɚɤɨɧɨɞɚɜɱɨʀ ɛɚɡɢ ɭ ɝɚɥɭɡɿ ɤɿɛɟɪɛɟɡɩɟɤɢ ɪɿɡɧɢɯ ɤɪɚʀɧ ɞɚɜ ɡɦɨɝɭ
ɡ’ɹɫɭɜɚɬɢ, ɳɨ ɜɨɧɚ ɽ ɞɨɜɨɥɿ ɫɤɥɚɞɧɨɸ ɿ ɡɦɿɧɸɽɬɶɫɹ ɞɭɠɟ ɲɜɢɞɤɨ, ɩɪɢɱɨɦɭ
ɪɿɡɧɢɰɹ ɫɩɨɫɬɟɪɿɝɚɽɬɶɫɹ ɭ ɬɨɦɭ, ɹɤ ɤɪɚʀɧɢ ɬɪɚɤɬɭɸɬɶ ɤɿɛɟɪɛɟɡɩɟɤɭ ɜ
ɧɚɰɿɨɧɚɥɶɧɢɯ ɡɚɤɨɧɚɯ. Ȼɚɝɚɬɨ ɤɪɚʀɧ ɬɚ ɧɚɰɿɨɧɚɥɶɧɢɯ ɨɪɝɚɧɿɡɚɰɿɣ ɞɨɬɪɢɦɭɸɬɶɫɹ
ɹɤ ɧɚɰɿɨɧɚɥɶɧɢɯ, ɬɚɤ ɿ ɦɿɠɧɚɪɨɞɧɢɯ ɡɚɤɨɧɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɿ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɧɢɯ
ɞɨɩɨɜɿɞɚɸɬɶ ɩɪɨ ɩɟɜɧɿ ɬɢɩɢ ɮɿɧɚɧɫɨɜɢɯ ɚɛɨ ɿɧɲɢɯ ɬɢɩɿɜ ɤɿɛɟɪɡɥɨɱɢɧɿɜ. ȱɫɧɭɸɬɶ
ɦɿɠɧɚɪɨɞɧɿ ɧɨɪɦɢ ɩɪɚɜɨɨɯɨɪɨɧɧɨʀ ɞɿɹɥɶɧɨɫɬɿ (ɫɩɿɜɩɪɚɰɹ, ɡɚɩɪɨɜɚɞɠɟɧɚ
ȱɧɬɟɪɩɨɥɨɦ). Ȼɚɝɚɬɶɦɚ ɤɪɚʀɧɚɦɢ ɛɭɥɢ ɩɪɢɣɧɹɬɿ ɜɢɦɨɝɢ ɳɨɞɨ ɿɧɮɨɪɦɭɜɚɧɧɹ ɩɪɨ
ɫɤɨɽɧɧɹ ɤɿɛɟɪɡɥɨɱɢɧɿɜ. Ⱦɨ ɧɚɣɛɿɥɶɲ ɜɩɥɢɜɨɜɢɯ ɦɿɠɧɚɪɨɞɧɢɯ ɨɪɝɚɧɿɡɚɰɿɣ, ɳɨ
ɪɟɚɥɿɡɭɸɬɶ ɩɨɥɿɬɢɤɭ ɿɡ ɤɨɨɪɞɢɧɚɰɿʀ ɿ ɪɟɝɭɥɸɜɚɧɧɹ ɞɿɹɥɶɧɨɫɬɿ ɤɪɚʀɧ ɭ ɝɚɥɭɡɿ
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ɛɟɡɩɟɱɧɨɝɨ ɜɢɤɨɪɢɫɬɚɧɧɹ ɤɿɛɟɪɩɪɨɫɬɨɪɭ, ɧɚɥɟɠɚɬɶ: ɘɇȿɋɄɈ, ɇȺɌɈ,
Ʉɿɛɟɪɤɨɦɚɧɞɚ ɚɦɟɪɢɤɚɧɫɶɤɨɝɨ ɭɪɹɞɭ (U.S. Government Cyber Command,
ȯɜɪɨɩɨɥ (Europol), ɋɩɿɥɶɧɢɣ ɰɟɧɬɪ ɞɨɫɤɨɧɚɥɨɝɨ ɤɿɛɟɪɡɚɯɢɫɬɭ (Cooperative
Cyber Defence Center of Excellence, CCD COE), ȯɜɪɨɩɟɣɫɶɤɟ ɚɝɟɧɬɫɬɜɨ ɦɟɪɟɠ
ɬɚ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ (European Agency for Network and Information
Security, ENISA), Ɇɿɠɧɚɪɨɞɧɚ ɨɪɝɚɧɿɡɚɰɿɹ ɫɬɚɧɞɚɪɬɢɡɚɰɿʀ (The International
Organization for Standardization, ISO), Ɉɪɝɚɧɿɡɚɰɿɹ ɞɥɹ ɛɟɡɩɟɤɢ ɬɚ ɤɨɨɩɟɪɚɰɿʀ ɜ
ȯɜɪɨɩɿ (Ɉrganisation for Security and Co-operation in Europe, OSCE),
Ɇɿɠɧɚɪɨɞɧɢɣ ɮɨɪɭɦ ɪɟɚɝɭɜɚɧɧɹ ɧɚ ɿɧɰɢɞɟɧɬɢ ɬɚ ɤɨɦɚɧɞɧɨʀ ɛɟɡɩɟɤɢ (Global
Forum for Incident Response and Security Teams), Ɇɿɠɧɚɪɨɞɧɟ ɛɚɝɚɬɨɫɬɨɪɨɧɧɽ
ɩɚɪɬɧɟɪɫɬɜɨ ɩɪɨɬɢ ɤɿɛɟɪɡɚɝɪɨɡ (the International Multilateral Partnership Against
Cyber Threats, IMPACT), Ⱥɫɨɰɿɚɰɿɹ ɤɨɦɭɧɿɤɚɰɿʀ ɬɚ ɟɥɟɤɬɪɨɧɿɤɢ ɨɡɛɪɨɽɧɢɯ ɫɢɥ
(the Armed Forces Communications and Electronics Association, AFCEA),
ȱɧɬɟɪɧɟɬ ɤɨɪɩɨɪɚɰɿɹ ɩɪɢɫɜɨɽɧɧɹ ɿɦɟɧ ɬɚ ɧɨɦɟɪɿɜ (the Internet Corporation for
Assigned Names and Numbers, ICANN), ȱɧɬɟɪɧɟɬ-ɮɨɪɭɦ ɭɩɪɚɜɥɿɧɧɹ (the Internet
Governance Forum, IGF), Ⱥɫɨɰɿɚɰɿɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɛɟɡɩɟɤɢ ɿɧɮɨɪɦɚɰɿɣɧɢɯ
ɫɢɫɬɟɦ (ISSA).

Ɂɧɚɱɧɭ ɩɿɞɬɪɢɦɤɭ ɭ ɪɨɡɜ’ɹɡɚɧɧɿ ɩɪɨɛɥɟɦ ɬɚ ɫɩɪɢɹɧɧɿ ɪɨɡɜɢɬɤɭ ȱɌ-ɨɫɜɿɬɢ
ɧɚɞɚɸɬɶ ɬɚɤɿ ɦɿɠɧɚɪɨɞɧɿ ɨɪɝɚɧɿɡɚɰɿʀ, ɹɤ Ⱥɫɨɰɿɚɰɿɹ ɨɛɱɢɫɥɸɜɚɥɶɧɨʀ ɬɟɯɧɿɤɢ
(ȺɋɆ), Ɇɿɠɧɚɪɨɞɧɚ ɚɫɨɰɿɚɰɿɹ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɧɚɭɤ ɿ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɬɟɯɧɨɥɨɝɿɣ
(IACSIT), Ⱥɫɨɰɿɚɰɿɹ ɩɪɨɮɟɫɿɨɧɚɥɿɜ ɭ ɝɚɥɭɡɿ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɬɟɯɧɨɥɨɝɿɣ (AITP),
Ɇɿɠɧɚɪɨɞɧɚ ɚɫɨɰɿɚɰɿɹ ɮɚɯɿɜɰɿɜ ɡ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɞɨɫɥɿɞɠɟɧɶ (IACIS) ɬɚ ɿɧ.

ɉɟɪɫɩɟɤɬɢɜɧɢɦɢ ɰɿɥɹɦɢ ɿɧɬɟɝɪɚɰɿʀ ɤɪɚʀɧ ȯɜɪɨɩɢ ɭ ɝɚɥɭɡɿ ɩɿɞɝɨɬɨɜɤɢ
ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɽ ɬɚɤɿ: ɞɨɫɹɝɧɟɧɧɹ ɧɚɣɜɢɳɨɝɨ ɪɿɜɧɹ ɩɪɨɮɟɫɿɣɧɨʀ ɬɚ
ɚɤɚɞɟɦɿɱɧɨʀ ɫɜɨɛɨɞɢ, ɧɟɡɜɚɠɚɸɱɢ ɧɚ ɜɿɞɦɿɧɧɨɫɬɿ ɭ ɫɢɫɬɟɦɚɯ ɡɚɝɚɥɶɧɨʀ ɬɚ ɜɢɳɨʀ
ɨɫɜɿɬɢ; ɛɿɥɶɲɚ ɩɨɫɬɭɩɥɢɜɿɫɬɶ ɩɪɢ ɜɡɚɽɦɧɨɦɭ ɜɢɡɧɚɧɧɿ ɬɟɪɦɿɧɿɜ ɧɚɜɱɚɧɧɹ ɿ
ɞɨɤɭɦɟɧɬɿɜ ɩɪɨ ɡɚɤɿɧɱɟɧɧɹ ɧɚɜɱɚɥɶɧɢɯ ɡɚɤɥɚɞɿɜ; ɫɩɪɢɹɧɧɹ ɜɢɜɱɟɧɧɸ ɿɧɨɡɟɦɧɢɯ
ɦɨɜ, ɩɿɞɜɢɳɟɧɧɹ ɪɨɥɿ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɬɟɯɧɨɥɨɝɿɣ ɭ ɧɚɜɱɚɥɶɧɨɦɭ ɩɪɨɰɟɫɿ;
ɩɟɪɟɯɿɞ ɞɨ ɧɟɩɟɪɟɪɜɧɨʀ ɨɫɜɿɬɢ; ɡɛɥɢɠɟɧɧɹ ɡɚɝɚɥɶɧɨʀ ɬɚ ɫɩɟɰɿɚɥɶɧɨʀ ɨɫɜɿɬɢ;
ɪɨɡɲɢɪɟɧɧɹ ɞɨɫɬɭɩɭ ɞɨ ɜɢɳɢɯ ɧɚɜɱɚɥɶɧɢɯ ɡɚɤɥɚɞɿɜ; ɡɞɿɣɫɧɟɧɧɹ ɪɟɮɨɪɦ ȱɌ-
ɨɫɜɿɬɢ.

Ɋɨɡɝɥɹɧɟɦɨ ɧɚɣɛɿɥɶɲ ɜɚɠɥɢɜɿ ɡɚɤɨɧɢ ɬɚ ɩɿɞɡɚɤɨɧɧɿ ɚɤɬɢ, ɳɨ
ɪɨɡɪɨɛɥɹɸɬɶɫɹ ɦɿɠɧɚɪɨɞɧɢɦɢ ɨɪɝɚɧɿɡɚɰɿɹɦɢ ɞɥɹ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɩɪɨɮɟɫɿɣɧɨʀ
ɩɿɞɝɨɬɨɜɤɢ ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ.

Ɉɪɝɚɧɿɡɚɰɿɹ ɉɿɜɧɿɱɧɨɚɬɥɚɧɬɢɱɧɨɝɨ ɞɨɝɨɜɨɪɭ (ɇȺɌɈ) ɽ ɨɫɟɪɟɞɤɨɦ
ɤɨɥɟɤɬɢɜɧɨʀ ɨɛɨɪɨɧɢ, ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɿɛɟɪɛɟɡɩɟɤɢ, ɪɨɡɪɨɛɥɟɧɧɹ ɦɟɯɚɧɿɡɦɿɜ
ɡɚɩɨɛɿɝɚɧɧɸ ɤɿɛɟɪɡɚɝɪɨɡ, ɩɪɨɜɟɞɟɧɧɹ ɦɿɠɧɚɪɨɞɧɢɯ ɞɨɫɥɿɞɠɟɧɶ ɜ ɝɚɥɭɡɿ ɨɫɜɿɬɢ ɡ
ɤɿɛɟɪɛɟɡɩɟɤɢ ɬɨɳɨ. ɍ 2016 ɪ. ɇȺɌɈ ɪɨɡɪɨɛɢɥɚ ɜɚɠɥɢɜɢɣ ɞɨɤɭɦɟɧɬ
“Ʉɿɛɟɪɛɟɡɩɟɤɚ: ɧɚɜɱɚɥɶɧɢɣ ɩɥɚɧ ɡɚɝɚɥɶɧɨɝɨ ɤɨɪɢɫɬɭɜɚɧɧɹ”  (ɋybersecurity: a
generic reference curriculum) ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɪɚʀɧ ɩɚɪɬɧɟɪɿɜ ɇȺɌɈ ɩɥɚɧɨɦ
ɡɚɩɪɨɜɚɞɠɟɧɧɹ ɤɭɪɫɿɜ ɬɚ ɨɫɜɿɬɧɿɯ ɩɪɨɝɪɚɦ ɩɨɝɥɢɛɥɟɧɨɝɨ ɜɢɜɱɟɧɧɹ ɩɪɨɛɥɟɦ
ɤɿɛɟɪɛɟɡɩɟɤɢ. ɐɟɣ ɞɨɤɭɦɟɧɬ ɽ “ɞɨɪɨɠɧɶɨʀ ɦɚɩɨɸ” ɭ ɩɪɨɰɟɫɿ ɧɚɞɚɧɧɹ
ɧɟɨɛɯɿɞɧɢɯ ɡɧɚɧɶ ɬɚ ɧɚɜɢɱɨɤ ɦɚɣɛɭɬɧɿɦ ɮɚɯɿɜɰɹɦ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɿ ɞɨɡɜɨɥɹɽ
ɪɨɡɜɢɜɚɬɢ ɤɿɛɟɪɛɟɡɩɟɤɨɜɭ ɩɨɥɿɬɢɤɭ ɧɚ ɧɚɰɿɨɧɚɥɶɧɨɦɭ ɬɚ ɦɿɠɧɚɪɨɞɧɨɦɭ ɪɿɜɧɹɯ
[11, c. 3]. ɋɬɚɧɨɜɢɬɶ ɧɚɭɤɨɜɢɣ ɿ ɩɪɚɤɬɢɱɧɢɣ ɿɧɬɟɪɟɫ ɜɢɡɧɚɱɟɧɿ ɜ ɞɨɤɭɦɟɧɬɿ
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ɤɥɸɱɨɜɿ ɤɨɦɩɟɬɟɧɬɧɨɫɬɿ ɮɚɯɿɜɰɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɬɚ ɜɢɦɨɝɢ ɞɨ ɩɪɨɮɟɫɿɣɧɨʀ
ɤɜɚɥɿɮɿɤɚɰɿʀ (ɧɚɜɢɱɤɢ ɭɩɪɚɜɥɿɧɧɹ ɤɿɛɟɪɨɩɟɪɚɰɿɹɦɢ, ɡɧɚɧɧɹ ɤɿɛɟɪɩɪɚɜɚ ɬɨɳɨ), ɚ
ɬɚɤɨɠ ɪɟɤɨɦɟɧɞɚɰɿʀ ɳɨɞɨ ɜɢɤɨɪɢɫɬɚɧɧɹ ɟɮɟɤɬɢɜɧɢɯ ɦɟɬɨɞɿɜ ɬɚ ɮɨɪɦ ɧɚɜɱɚɧɧɹ
(ɩɪɨɛɥɟɦɧɨ-ɨɪɿɽɧɬɨɜɚɧɿ, ɩɪɚɤɬɢɤɨ-ɨɪɿɽɧɬɨɜɚɧɿ ɦɟɬɨɞɢ, ɡɚɥɭɱɟɧɧɹ ɜɢɤɥɚɞɚɱɿɜ-
ɩɪɚɤɬɢɤɿɜ, ɜɿɞɨɦɢɯ ɨɫɨɛɢɫɬɨɫɬɟɣ ɞɥɹ ɨɛɦɿɧɭ ɞɨɫɜɿɞɨɦ, ɥɿɞɟɪɿɜ ɩɪɢɜɚɬɧɢɯ
ɤɨɦɩɚɧɿɣ ɬɨɳɨ).ɍɞɨɫɤɨɧɚɥɟɧɧɹ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɜɱɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ɳɨɞɨ
ɪɟɝɭɥɸɜɚɧɧɹ ɩɪɨɰɟɫɿɜ ɫɬɜɨɪɟɧɧɹ ɽɞɢɧɨɝɨ ɤɿɛɟɪɩɪɨɫɬɨɪɭ ɬɚ ɨɫɜɿɬɧɶɨɝɨ
ɩɪɨɫɬɨɪɭ ɦɿɠ ɤɪɚʀɧɚɦɢ ȯɋ ɫɩɪɢɹɬɢɦɟ ɨɛ’ɽɞɧɚɧɧɸ ɡɭɫɢɥɶ ɡ ɤɿɛɟɪɧɟɬɢɱɧɨʀ
ɛɟɡɩɟɤɢ ɤɪɚʀɧ-ɱɥɟɧɿɜ. ɒɥɹɯɨɦ ɩɪɢɣɧɹɬɬɹ ɤɨɧɜɟɧɰɿɣ, ɞɟɤɥɚɪɚɰɿɣ ɤɪɚʀɧɢ ȯɋ
ɡɚɫɬɨɫɨɜɭɸɬɶ ɽɞɢɧɢɣ ɩɿɞɯɿɞ ɭ ɡɚɛɟɡɩɟɱɟɧɧɿ ɛɟɡɩɟɤɢ ɭ ɤɿɛɟɪɧɟɬɢɱɧɨɦɭ ɩɪɨɫɬɨɪɿ ,
ɜɢɡɧɚɸɱɢ, ɬɚɤɢɦ ɱɢɧɨɦ, ɧɟɨɛɯɿɞɧɿɫɬɶ ɫɩɿɜɩɪɚɰɿ ɭ ɰɿɣ ɝɚɥɭɡɿ.

ɇɚɣɜɚɠɥɢɜɿɲɢɦ ɞɨɤɭɦɟɧɬɨɦ ɭ ɝɚɥɭɡɿ ɤɿɛɟɪɛɟɡɩɟɤɢ ɽ Ʉɨɧɜɟɧɰɿɹ Ɋɚɞɢ
ȯɜɪɨɩɢ ɩɪɨ ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɶ (Convention on Cybercrime) ɜ ɪɚɦɤɚɯ ɹɤɨʀ
ɩɟɪɟɞɛɚɱɟɧɨ ɫɩɿɥɶɧɿ ɡɚɯɨɞɢ ɬɚ ɩɪɨɰɟɞɭɪɧɿ ɿɧɫɬɪɭɦɟɧɬɢ (ɩɪɢɣɧɹɬɬɹ ɜɿɞɩɨɜɿɞɧɨɝɨ
ɡɚɤɨɧɨɞɚɜɫɬɜɚ) ɤɪɚʀɧ ɳɨɞɨ ɛɨɪɨɬɶɛɢ ɡ ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɸ, ɤɫɟɧɨɮɨɛɿɽɸ ɬɚ
ɪɚɫɢɡɦɨɦ. Ɍɚɤɢɦ ɱɢɧɨɦ, Ȼɭɞɚɩɟɲɬɫɶɤɚ ɤɨɧɜɟɧɰɿɹ ɡɚɩɪɨɜɚɞɠɭɽ ɦɿɠɧɚɪɨɞɧɿ
ɩɪɚɜɨɜɿ ɫɬɚɧɞɚɪɬɢ ɲɥɹɯɨɦ ɤɪɢɦɿɧɚɥɿɡɚɰɿʀ ɤɿɛɟɪɡɥɨɱɢɧɿɜ, ɿɧɿɰɿɸɽ ɡɚɯɨɞɢ ɞɥɹ
ɭɩɪɚɜɥɿɧɧɹ ɩɪɨɝɪɚɦɚɦɢ ɛɨɪɨɬɶɛɢ ɡ ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɸ, ɡɚɩɪɨɜɚɞɠɭɽ
ɫɩɿɜɪɨɛɿɬɧɢɰɬɜɨ ɭ ɜɢɹɜɥɟɧɧɿ, ɟɤɫɬɪɚɞɢɰɿʀ, ɜɡɚɽɦɨɞɨɩɨɦɨɝɢ, ɜɡɚɽɦɨɨɛɦɿɧɭ
ɿɧɮɨɪɦɚɰɿɽɸ ɬɨɳɨ [2, c. 10-17].

ȱɧɧɨɜɚɰɿɣɧɢɦ ɞɨɤɭɦɟɧɬɨɦ ɽ Ⱦɢɪɟɤɬɢɜɚ 2013/40/ ȯɋ ȯɜɪɨɩɟɣɫɶɤɨɝɨ
ɉɚɪɥɚɦɟɧɬɭ ɬɚ Ɋɚɞɢ “ɉɪɨ ɧɚɩɚɞ ɧɚ ɿɧɮɨɪɦɚɰɿɣɧɿ ɫɢɫɬɟɦɢ” (Directive
2013/40/EU of the European Parliament and of the Council on attacks against
information systems), ɹɤɨɸ ɡɚɩɪɨɜɚɞɠɟɧɨ ɧɨɜɿ ɩɪɚɜɢɥɚ ɬɚ ɩɨɤɚɪɚɧɧɹ ɡɚ
ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɶ. Ɉɫɧɨɜɧɿ ɜɢɞɢ ɤɪɢɦɿɧɚɥɶɧɢɯ ɡɥɨɱɢɧɿɜ, ɳɨ ɜɢɡɧɚɱɟɧɿ ɜ ɰɿɣ
Ⱦɢɪɟɤɬɢɜɿ, ɽ ɧɚɩɚɞɢ ɧɚ ɿɧɮɨɪɦɚɰɿɣɧɿ ɫɢɫɬɟɦɢ, ɩɨɱɢɧɚɸɱɢ ɜɿɞ ɚɬɚɤ ɩɪɨ ɜɿɞɦɨɜɭ
ɜ ɨɛɫɥɭɝɨɜɭɜɚɧɧɿ, ɩɪɢɡɧɚɱɟɧɨʀ ɞɥɹ ɡɧɢɳɟɧɧɹ ɫɟɪɜɟɪɚ, ɞɨ ɩɟɪɟɯɨɩɥɟɧɧɹ ɞɚɧɢɯ
ɬɚ ɚɬɚɤ ɛɨɬɧɟɬɭ. Ɍɚɤɢɦ ɱɢɧɨɦ, ɰɹ ɞɢɪɟɤɬɢɜɚ ɡɨɫɟɪɟɞɠɭɽɬɶɫɹ ɧɚ ɭɧɿɮɿɤɚɰɿʀ
ɤɿɛɟɪɡɥɨɱɢɧɿɜ ɞɥɹ ʀɯ ɤɪɢɦɿɧɚɥɿɡɚɰɿʀ ɭ ɜɫɿɯ ɞɟɪɠɚɜɚɯ-ɱɥɟɧɚɯ ȯɋ ɬɚ ɫɩɿɜɩɪɚɰɿ
ɩɪɚɜɨɨɯɨɪɨɧɧɢɯ ɨɪɝɚɧɿɜ [7].

Ɂ ɦɟɬɨɸ ɚɤɬɢɜɿɡɚɰɿʀ ɪɟɚɤɰɿʀ ɧɚ ɬɟɪɨɪɢɫɬɢɱɧɿ ɚɤɬɢ ɭ ɤɿɛɟɪɩɪɨɫɬɨɪɿ ȯɋ ɭ
2015 ɪ. Ɋɚɞɨɸ ȯɋ ɛɭɥɚ ɡɚɬɜɟɪɞɠɟɧɚ ȯɜɪɨɩɟɣɫɶɤɚ ɩɪɨɝɪɚɦɚ ɛɟɡɩɟɤɢ (The
European Agenda on Security), ɜ ɹɤɿɣ ɨɡɧɚɱɟɧɿ ɡɚɝɚɥɶɧɿ ɫɬɪɚɬɟɝɿɱɧɿ ɪɚɦɤɢ
ɿɧɿɰɿɚɬɢɜ ȯɋ ɳɨɞɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɿɛɟɪɛɟɡɩɟɤɢ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɤɿɛɟɪɡɥɨɱɢɧɧɨɫɬɿ.
ɉɪɨɝɪɚɦɚ ɩɟɪɟɞɛɚɱɚɽ ɩɿɞɜɢɳɟɧɧɹ ɟɮɟɤɬɢɜɧɨɫɬɿ ɩɪɚɜɨɨɯɨɪɨɧɧɢɯ ɨɪɝɚɧɿɜ,
ɡɨɤɪɟɦɚ ɲɥɹɯɨɦ ɫɬɜɨɪɟɧɧɹ ȯɜɪɨɩɟɣɫɶɤɨɝɨ ɰɟɧɬɪɭ ɛɨɪɨɬɶɛɢ ɡ
ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɸ (ȯɜɪɨɩɨɥ), ɬɚ ɜɢɪɿɲɟɧɧɹ ɩɪɨɛɥɟɦ, ɩɨɜ’ɹɡɚɧɢɯ ɿɡ
ɤɪɢɦɿɧɚɥɶɧɢɦɢ ɪɨɡɫɥɿɞɭɜɚɧɧɹɦɢ ɳɨɞɨ ɤɿɛɟɪɡɥɨɱɢɧɿɜ, ɡɨɤɪɟɦɚ ɫɬɨɫɨɜɧɨ
ɜɿɥɶɧɨɝɨ ɞɨɫɬɭɩɭ ɞɨ ɞɨɤɚɡɿɜ ɬɚɤɢɯ ɡɥɨɱɢɧɿɜ [5]. Ɉɫɧɨɜɧɿ ɡɚɯɨɞɢ ɨɯɨɩɥɸɸɬɶ ɬɚɤɿ
ɧɚɩɪɹɦɢ: ɩɨɫɢɥɟɧɧɹ ɞɿɚɥɨɝɭ ɡ ȱɌ-ɿɧɞɭɫɬɪɿɽɸ ɬɚ ɡɦɿɰɧɟɧɧɹ ɿɧɫɬɪɭɦɟɧɬɿɜ
ɛɨɪɨɬɶɛɢ ɡ ɤɿɛɟɪɡɥɨɱɢɧɧɿɫɬɸ, ɩɿɞɜɢɳɟɧɧɹ ɹɤɨɫɬɿ ȱɌ-ɨɫɜɿɬɢ, ɡɚɞɨɜɨɥɟɧɧɹ ɩɨɬɪɟɛ
ɝɚɥɭɡɿ ɭ ɤɜɚɥɿɮɿɤɨɜɚɧɢɯ ɮɚɯɿɜɰɹɯ, ɡɦɿɰɧɟɧɧɹ ɩɨɬɟɧɰɿɚɥɭ ȯɜɪɨɩɨɥɭ, ɩɿɞɬɪɢɦɤɭ
ɞɿɣ ɦɿɠɧɚɪɨɞɧɢɯ ɩɪɚɜɨɨɯɨɪɨɧɧɢɯ ɨɪɝɚɧɿɜ ɞɥɹ ɛɨɪɨɬɶɛɢ ɡ ɿɧɨɡɟɦɧɢɦɢ
ɬɟɪɨɪɢɫɬɢɱɧɢɦɢ ɡɥɨɱɢɧɰɹɦɢ ɬɨɳɨ.

Ɋɚɦɤɨɜɚ ɩɨɥɿɬɢɤɚ ȯɋ ɳɨɞɨ ɤɿɛɟɪɡɚɯɢɫɬɭ (Cyber defence policy framework),
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ɫɯɜɚɥɟɧɚ ɭ 2014 ɪ. Ɋɚɞɨɸ ȯɋ, ɽ ɨɞɧɢɦ ɡ ɝɨɥɨɜɧɢɯ ɞɨɤɭɦɟɧɬɿɜ, ɳɨ ɫɬɨɫɭɸɬɶɫɹ
ɩɢɬɚɧɶ ɩɪɨɬɢɞɿʀ ɤɿɛɟɪɡɚɝɪɨɡɚɦ. Ɂɨɤɪɟɦɚ ɜ ɞɨɤɭɦɟɧɬɿ ɜɢɡɧɚɱɟɧɨ ɩ’ɹɬɶ
ɩɪɿɨɪɢɬɟɬɧɢɯ ɫɮɟɪ ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɿɛɟɪɧɟɬɢɱɧɨʀ ɛɟɡɩɟɤɢ ɬɚ ɫɩɿɥɶɧɨʀ
ɩɨɥɿɬɢɤɢ ɡɚɯɢɫɬɭ: ɩɿɞɬɪɢɦɤɚ ɪɨɡɜɢɬɤɭ ɦɨɠɥɢɜɨɫɬɟɣ ɤɿɛɟɪɡɚɯɢɫɬɭ ɤɪɚʀɧ – ɱɥɟɧɿɜ
ɫɨɸɡɭ; ɫɩɪɢɹɧɧɹ ɫɩɿɜɩɪɚɰɿ ɦɿɠ ɰɢɜɿɥɶɧɨɸ ɬɚ ɜɿɣɫɶɤɨɜɨɸ ɝɚɥɭɡɡɹɦɢ ɬɚ
ɩɨɲɢɪɟɧɧɹ ɩɨɥɿɬɢɤɢ ɤɿɛɟɪɡɚɯɢɫɬɭ ɜ ȯɋ ɜɿɞɩɨɜɿɞɧɢɦɢ ɧɚɰɿɨɧɚɥɶɧɢɦɢ
ɭɫɬɚɧɨɜɚɦɢ ɬɚ ɭɫɬɚɧɨɜɚɦɢ ȯɋ; ɩɿɞɜɢɳɟɧɧɹ ɤɜɚɥɿɮɿɤɚɰɿʀ, ɡɚɛɟɡɩɟɱɟɧɧɹ
ɧɟɨɛɯɿɞɧɨʀ ɨɫɜɿɬɢ ɬɚ ɦɨɠɥɢɜɨɫɬɟɣ ɞɥɹ ɧɚɜɱɚɧɧɹ ɩɟɪɫɨɧɚɥɭ; ɩɨɫɢɥɟɧɧɹ
ɫɩɿɜɩɪɚɰɿ ɡ ɜɿɞɩɨɜɿɞɧɢɦɢ ɦɿɠɧɚɪɨɞɧɢɦɢ ɩɚɪɬɧɟɪɚɦɢ, ɡɨɤɪɟɦɚ ɇȺɌɈ [4].

ɇɢɡɤɚ ɞɨɤɭɦɟɧɬɿɜ ȯɋ ɪɨɡɪɨɛɥɟɧɚ ɞɥɹ ɨɛ’ɽɞɧɚɧɧɹ ɡɭɫɢɥɶ ɭ ɛɟɡɩɟɱɧɨɦɭ
ɤɨɪɢɫɬɭɜɚɧɧɿ ɤɿɛɟɪɩɪɨɫɬɨɪɨɦ. Ɂɚɫɥɭɝɨɜɭɽ ɧɚ ɭɜɚɝɭ “ɋɬɪɚɬɟɝɿɹ ɤɿɛɟɪɛɟɡɩɟɤɢ ȯɋ:
ɜɿɞɤɪɢɬɢɣ, ɛɟɡɩɟɱɧɢɣ ɤɿɛɟɪɩɪɨɫɬɿɪ” (Cybersecurity Strategy Of The European
Union: An Open, Safe And Secure Cyberspace, 2013), ɜ ɹɤɿɣ ɨɛʉɪɭɧɬɨɜɚɧɨ
ɫɬɪɚɬɟɝɿɱɧɿ ɰɿɥɿ ɬɚ ɲɥɹɯɢ ʀɯ ɞɨɫɹɝɧɟɧɧɹ ɤɪɚʀɧɚɦɢ ȯɋ ɭ ɡɚɛɟɡɩɟɱɟɧɧɿ
ɤɿɛɟɪɫɬɿɣɤɨɫɬɿ; ɡɧɢɠɟɧɧɿ ɤɿɛɟɪɡɥɨɱɢɧɧɨɫɬɿ; ɪɨɡɜɢɬɤɭ ɜɿɞɩɨɜɿɞɧɨʀ ɧɚɰɿɨɧɚɥɶɧɨʀ
ɩɨɥɿɬɢɤɢ ɬɚ ɦɨɠɥɢɜɨɫɬɟɣ ɤɿɛɟɪɡɚɯɢɫɬɭ, ɩɨɜ’ɹɡɚɧɢɯ ɿɡ ɫɩɿɥɶɧɨɸ ɩɨɥɿɬɢɤɨɸ
ɛɟɡɩɟɤɢ ɬɚ ɨɛɨɪɨɧɢ; ɪɨɡɜɢɬɤɭ ɩɪɨɦɢɫɥɨɜɢɯ ɬɚ ɬɟɯɧɨɥɨɝɿɱɧɢɯ ɪɟɫɭɪɫɿɜ ɞɥɹ
ɤɿɛɟɪɛɟɡɩɟɤɢ; ɜɫɬɚɧɨɜɥɟɧɧɹ ɭɡɝɨɞɠɟɧɨʀ ɦɿɠɧɚɪɨɞɧɨʀ ɨɫɜɿɬɧɶɨʀ ɩɨɥɿɬɢɤɢ ɭ ɫɮɟɪɿ
ɤɿɛɟɪɛɟɡɩɟɤɢ ɞɥɹ ȯɋ ɬɚ ɫɩɪɢɹɧɧɹ ɪɨɡɜɢɬɤɭ ɨɫɧɨɜɧɢɯ ɰɿɧɧɨɫɬɟɣ [6].

Ⱦɨɤɭɦɟɧɬ “ɐɢɮɪɨɜɚ ɩɪɨɝɪɚɦɚ ɞɿɣ ɞɥɹ ȯɜɪɨɩɢ” (The Digital Agenda for
Europe), ɳɨ ɛɭɜ ɩɪɢɣɧɹɬɢɣ ɭ ɬɪɚɜɧɿ 2010 ɪ., ɽ ɨɞɧɢɦ ɿɡ ɧɚɣɜɚɠɥɢɜɿɲɢɯ
ɫɬɪɚɬɟɝɿɱɧɢɯ ɞɨɤɭɦɟɧɬɿɜ ɧɚ ɪɿɜɧɿ ȯɋ, ɭ ɹɤɨɦɭ ɩɿɞɤɪɟɫɥɸɽɬɶɫɹ ɡɚɝɚɥɶɧɟ
ɪɨɡɭɦɿɧɧɹ ɬɨɝɨ, ɳɨ ɞɨɜɿɪɚ ɬɚ ɛɟɡɩɟɤɚ ɽ ɮɭɧɞɚɦɟɧɬɚɥɶɧɢɦɢ ɩɟɪɟɞɭɦɨɜɚɦɢ
ɩɨɲɢɪɟɧɧɹ ȱɄɌ ɬɚ ɞɨɫɹɝɧɟɧɧɹ ɰɿɥɟɣ “ɫɬɚɥɨɝɨ ɡɪɨɫɬɚɧɧɹ” ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɪɚɬɟɝɿʀ
“ȯɜɪɨɩɚ 2020”. ɍ ɪɨɡɞɿɥɿ “Ⱦɨɜɿɪɚ ɬɚ ɛɟɡɩɟɤɚ” ɉɪɨɝɪɚɦɢ ɜɿɞɡɧɚɱɟɧɚ ɧɟɨɛɯɿɞɧɿɫɬɶ
ɨɛ’ɽɞɧɚɧɧɹ ɡɭɫɢɥɶ ɭɫɿɯ ɡɚɰɿɤɚɜɥɟɧɢɯ ɫɬɨɪɿɧ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɛɟɡɩɟɤɭ ɬɚ
ɫɬɿɣɤɿɫɬɶ ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ ȱɄɌ, ɧɚɫɚɦɩɟɪɟɞ ɡɨɫɟɪɟɞɠɭɸɱɢ ɭɜɚɝɭ ɧɚ ɡɚɩɨɛɿɝɚɧɧɿ
ɤɿɛɟɪɡɥɨɱɢɧɚɦ, ɝɨɬɨɜɧɨɫɬɿ ɞɨ ɡɚɯɢɫɬɭ ɬɚ ɨɛɿɡɧɚɧɨɫɬɿ ɧɚɫɟɥɟɧɧɹ ɭ ɰɶɨɦɭ ɚɫɩɟɤɬɿ,
ɞɨɫɬɚɬɧɶɨɦɭ ɤɚɞɪɨɜɨɦɭ ɡɚɛɟɡɩɟɱɟɧɧɿ ɝɚɥɭɡɿ [3].

ȼɚɠɥɢɜɨ ɡɚɡɧɚɱɢɬɢ, ɳɨ ɭɜɚɝɚ ɦɿɠɧɚɪɨɞɧɢɯ ɨɪɝɚɧɿɡɚɰɿɣ ɱɚɫɬɨ ɩɪɢɤɭɬɚ ɞɨ
ɩɪɨɛɥɟɦɢ ɤɚɞɪɨɜɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ȱɌ-ɝɚɥɭɡɿ ɬɚ ɡɚɯɢɫɬɭ ɤɿɛɟɪɩɪɨɫɬɨɪɭ .
“Ⱦɢɪɟɤɬɢɜɚ ɩɪɨ ɦɟɪɟɠɟɜɭ ɬɚ ɿɧɮɨɪɦɚɰɿɣɧɭ ɛɟɡɩɟɤɭ” (The directive on network
and information security), ɹɤɚ ɧɚɛɪɚɥɚ ɱɢɧɧɨɫɬɿ ɜ ɫɟɪɩɧɿ 2016 ɪ. ɜɢɦɚɝɚɽ, ɳɨɛ
ɤɨɠɧɚ ɞɟɪɠɚɜɚ – ɱɥɟɧ ȯɋ – ɫɬɜɨɪɢɥɚ ɤɨɦɚɧɞɭ ɜɢɫɨɤɨɤɜɚɥɿɮɿɤɨɜɚɧɢɯ ɮɚɯɿɜɰɿɜ
ɡ ɩɢɬɚɧɶ ɫɜɨɽɱɚɫɧɨɝɨ ɪɟɚɝɭɜɚɧɧɹ ɧɚ ɿɧɰɢɞɟɧɬɢ ɜ ɝɚɥɭɡɿ ɤɨɦɩ’ɸɬɟɪɧɨɝɨ ɡɚɯɢɫɬɭ ɭ
ɦɟɠɚɯ ɫɩɟɰɿɚɥɶɧɨʀ ɧɚɰɿɨɧɚɥɶɧɨʀ ɨɪɝɚɧɿɡɚɰɿʀ ɬɚ ɡɚɩɪɨɜɚɞɢɥɚ ɫɩɿɜɪɨɛɿɬɧɢɰɬɜɨ
ɝɪɭɩ ɫɬɪɚɬɟɝɿɱɧɨɝɨ ɫɩɿɜɪɨɛɿɬɧɢɰɬɜɚ. Ⱦɢɪɟɤɬɢɜɚ ɬɚɤɨɠ ɝɚɪɚɧɬɭɽ ɩɨɲɢɪɟɧɧɹ
ɿɧɮɨɪɦɚɰɿʀ ɦɿɠ ɩɪɢɜɚɬɧɢɦ ɬɚ ɞɟɪɠɚɜɧɢɦ ɫɟɤɬɨɪɚɦɢ ɬɚ ɜɢɡɧɚɱɚɽ ɞɟɤɿɥɶɤɚ
ɤɚɬɟɝɨɪɿɣ ɨɩɟɪɚɬɨɪɿɜ ɨɫɧɨɜɧɢɯ ɩɨɫɥɭɝ, ɜɿɞ ɹɤɢɯ ɜɢɦɚɝɚɽɬɶɫɹ ɩɪɢɣɧɹɬɬɹ
ɜɿɞɩɨɜɿɞɧɢɯ ɡɚɯɨɞɿɜ ɛɟɡɩɟɤɢ ɬɚ ɩɨɜɿɞɨɦɥɟɧɧɹ ɜɿɞɩɨɜɿɞɧɢɯ ɧɚɰɿɨɧɚɥɶɧɢɯ ɨɪɝɚɧɿɜ
ɩɪɨ ɫɟɪɣɨɡɧɿ ɿɧɰɢɞɟɧɬɢ, ɳɨ ɦɚɸɬɶ ɦɿɫɰɟ ɭ ɤɿɛɟɪɩɪɨɫɬɨɪɿ [8].

Ɂ ɭɪɚɯɭɜɚɧɧɹɦ ɚɧɚɥɿɡɭ ɜɢɳɟɡɚɡɧɚɱɟɧɢɯ ɦɿɠɧɚɪɨɞɧɢɯ ɞɨɤɭɦɟɧɬɿɜ,
ɜɢɡɧɚɱɟɧɨ ɧɚɩɪɹɦɢ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɩɪɨɮɟɫɿɣɧɨʀ ɩɿɞɝɨɬɨɜɤɢ ɦɚɝɿɫɬɪɿɜ ɡ
ɤɿɛɟɪɛɟɡɩɟɤɢ: ɨɧɨɜɥɟɧɧɹ ɡɦɿɫɬɭ ɨɫɜɿɬɧɿɯ ɬɚ ɨɫɜɿɬɧɶɨ-ɧɚɭɤɨɜɢɯ ɩɪɨɝɪɚɦ;
ɨɤɪɟɫɥɟɧɧɹ ɡɚɝɚɥɶɧɢɯ ɜɢɦɨɝ ɞɨ ɡɧɚɧɶ, ɭɦɿɧɶ, ɩɨɜɟɞɿɧɤɢ ɬɚ ɜɢɦɨɝ ɞɨ ʀɯɧɶɨʀ
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ɩɪɨɮɟɫɿɣɧɨʀ ɞɿɹɥɶɧɨɫɬɿ (ɡɚɝɚɥɶɧɨɫɭɫɩɿɥɶɧɿ, ɦɨɪɚɥɶɧɨ-ɟɬɢɱɧɿ, ɿɧɞɢɜɿɞɭɚɥɶɧɨ-
ɩɫɢɯɨɥɨɝɿɱɧɿ, ɩɪɚɤɬɢɤɨ-ɫɨɰɿɚɥɶɧɿ, ɮɚɯɨɜɿ) ɿ ɩɪɨɮɟɫɿɣɧɨʀ ɤɨɦɩɟɬɟɧɬɧɨɫɬɿ (ɡɧɚɧɧɹ,
ɩɪɨɮɟɫɿɣɧɿ ɡɞɿɛɧɨɫɬɿ, ɭɦɿɧɧɹ, ɩɪɨɮɟɫɿɣɧɿ ɣ ɨɫɨɛɢɫɬɿɫɧɿ ɹɤɨɫɬɿ); ɭɡɝɨɞɠɟɧɧɹ
ɡɦɿɫɬɭ ɿɡ ɩɨɬɪɟɛɚɦɢ ɤɿɛɟɪɩɨɥɿɬɢɤɢ ȯɋ, ɚ ɬɚɤɨɠ ɿɡ ɩɨɬɪɟɛɚɦɢ ɨɫɨɛɢɫɬɨɫɬɿ, ɧɚɭɤɢ ɿ
ɩɪɚɤɬɢɤɢ; ɫɬɜɨɪɟɧɧɹ ɩɪɨɮɟɫɿɣɧɨ ɨɪɿɽɧɬɨɜɚɧɨɝɨ ɫɟɪɟɞɨɜɢɳɚ ɞɥɹ ɧɚɜɱɚɧɧɹ;
ɡɚɛɟɡɩɟɱɟɧɧɹ ɜɢɫɨɤɨʀ ɹɤɨɫɬɿ ɩɪɚɤɬɢɱɧɨʀ ɩɿɞɝɨɬɨɜɤɢ; ɨɪɿɽɧɬɚɰɿɹ ɧɚɜɱɚɧɧɹ ɧɚ
ɜɢɩɟɪɟɞɠɭɜɚɥɶɧɢɣ ɩɪɨɝɧɨɡ ɝɚɥɭɡɿ; ɪɟɚɥɿɡɚɰɿɹ ɦɨɠɥɢɜɨɫɬɟɣ ɞɥɹ ɩɪɨɮɟɫɿɣɧɨɝɨ
ɪɨɡɜɢɬɤɭ; ɫɬɜɨɪɟɧɧɹ ɦɨɛɿɥɶɧɢɯ ɝɪɭɩ ɞɨ ɜɢɤɨɧɚɧɧɹ ɡɚɜɞɚɧɶ ɲɜɢɞɤɨɝɨ
ɪɟɚɝɭɜɚɧɧɹ ɬɚ ɭɩɪɚɜɥɿɧɧɹ ɜ ɤɪɢɡɨɜɢɯ ɫɢɬɭɚɰɿɹɯ; ɨɪɝɚɧɿɡɚɰɿɹ ɪɟɝɭɥɹɪɧɢɯ
ɟɤɫɩɟɪɬɧɢɯ ɬɪɟɧɿɧɝɿɜ ɡ ɩɢɬɚɧɶ ɤɪɢɡɨɜɨɝɨ ɦɟɧɟɞɠɦɟɧɬɭ ɭ ɤɿɛɟɪɩɪɨɫɬɨɪɿ ɬɚ
ɧɚɞɚɧɧɹ ɩɪɚɤɬɢɱɧɢɯ ɪɟɤɨɦɟɧɞɚɰɿɣ, ɩɪɨɜɟɞɟɧɧɹ ɞɨɫɥɿɞɠɟɧɶ ɬɚ ɨɪɝɚɧɿɡɚɰɿʀ
ɦɿɠɧɚɪɨɞɧɢɯ ɤɨɧɮɟɪɟɧɰɿɣ ɧɚ ɬɟɦɭ ɫɩɿɜɩɪɚɰɿ ɜ ɤɿɛɟɪɩɪɨɫɬɨɪɿ ; ɧɚɜɱɚɧɧɹ
ɩɪɨɬɹɝɨɦ ɭɫɶɨɝɨ ɠɢɬɬɹ; ɜɩɪɨɜɚɞɠɟɧɧɹ ɧɚɭɤɨɜɢɯ ɪɨɡɪɨɛɨɤ ɜ ɝɚɥɭɡɿ
ɤɿɛɟɪɛɟɡɩɟɤɨɜɢɯ ɬɟɯɧɨɥɨɝɿɣ; ɤɨɧɬɪɨɥɶ ɹɤɨɫɬɿ ɤɿɛɟɪɨɫɜɿɬɢ; ɚɤɚɞɟɦɿɱɧɟ ɜɢɡɧɚɧɧɹ
ɨɫɜɿɬɧɿɯ ɩɪɨɝɪɚɦ ɭ ȯɋ (ɩɪɨɮɟɫɿɣɧɚ ɫɟɪɬɢɮɿɤɚɰɿɹ) ɬɨɳɨ.

ȼɢɫɧɨɜɤɢ. ɇɚ ɩɿɞɫɬɚɜɿ ɚɧɚɥɿɡɭ ɩɨɥɨɠɟɧɶ, ɜɢɤɥɚɞɟɧɢɯ ɭ ɦɿɠɧɚɪɨɞɧɢɯ
ɧɨɪɦɚɬɢɜɧɨ-ɩɪɚɜɨɜɢɯ ɞɨɤɭɦɟɧɬɚɯ, ɜɢɨɤɪɟɦɥɟɧɨ ɨɫɧɨɜɧɿ ɜɢɦɨɝɢ ȯɋ ɞɨ
ɩɪɨɮɟɫɿɣɧɨʀ ɞɿɹɥɶɧɨɫɬɿ ɬɚ ɩɪɨɮɟɫɿɣɧɨʀ ɤɨɦɩɟɬɟɧɬɧɨɫɬɿ ɦɚɝɿɫɬɪɿɜ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ,
ɚ ɫɚɦɟ: ɧɨɪɦɚɬɢɜɧɨ-ɩɪɚɜɨɜɚ ɤɿɛɟɪɝɪɚɦɨɬɧɿɫɬɶ (ɜɢɫɨɤɢɣ ɪɿɜɟɧɶ ɜɿɞɩɨɜɿɞɚɥɶɧɨɫɬɿ
ɡɚ ɧɚɫɥɿɞɤɢ ɭɯɜɚɥɟɧɢɯ ɪɿɲɟɧɶ ɿ ɞɿɣ; ɭɩɪɨɜɚɞɠɟɧɧɹ ɩɪɚɜɨɜɢɯ ɚɤɬɿɜ, ɳɨ
ɪɟɝɭɥɸɸɬɶ ɞɿɹɥɶɧɿɫɬɶ ɜɿɞɩɨɜɿɞɧɢɯ ɭɫɬɚɧɨɜ; ɪɨɡɭɦɿɧɧɹ ɩɪɨɰɟɫɿɜ ɦɿɠɧɚɪɨɞɧɨʀ
ɤɿɛɟɪɡɥɨɱɢɧɧɨɫɬɿ; ɡɧɚɧɧɹ ɦɿɠɧɚɪɨɞɧɢɯ ɩɪɚɤɬɢɤ ɬɚ ɡɚɯɢɫɬ ɿɧɬɟɪɟɫɿɜ ɜɫɿɯ
ɫɭɛ’ɽɤɬɿɜ, ɛɟɡɩɟɤɚ ɧɚɜɤɨɥɢɲɧɶɨɝɨ ɫɟɪɟɞɨɜɢɳɚ); ɿɧɮɨɪɦɚɰɿɣɧɚ ɬɚ ɤɨɦɩ’ɸɬɟɪɧɚ
ɝɪɚɦɨɬɧɿɫɬɶ (ɿɧɮɨɪɦɚɰɿɣɧɨ-ɚɧɚɥɿɬɢɱɧɿ ɡɞɿɛɧɨɫɬɿ); ɨɪɝɚɧɿɡɚɰɿɣɧɨ-ɭɩɪɚɜɥɿɧɫɶɤɿ
ɡɞɿɛɧɨɫɬɿ (ɡɚɫɬɨɫɭɜɚɧɧɹ ɿɧɧɨɜɚɰɿɣ ɜ ɭɩɪɚɜɥɿɧɧɿ ɬɪɭɞɨɜɢɦɢ ɪɟɫɭɪɫɚɦɢ,
ɜɨɥɨɞɿɧɧɹ ɿɧɫɬɪɭɦɟɧɬɚɦɢ ɭɩɪɚɜɥɿɧɧɹ ɪɢɡɢɤɚɦɢ, ɜɡɚɽɦɨɞɿɽɸ ɡ ɤɥɿɽɧɬɚɦɢ);
ɩɪɨɮɟɫɿɣɧɚ ɬɚ ɧɚɭɤɨɜɨ-ɞɨɫɥɿɞɧɢɰɶɤɚ ɤɭɥɶɬɭɪɚ; ɤɨɦɭɧɿɤɚɛɟɥɶɧɿɫɬɶ (ɡɞɚɬɧɿɫɬɶ
ɩɿɞɬɪɢɦɭɜɚɬɢ ɦɿɠɨɫɨɛɢɫɬɿɫɧɿ ɡɜ’ɹɡɤɢ, ɭɦɿɧɧɹ ɜɟɫɬɢ ɩɟɪɟɝɨɜɨɪɢ ɣ ɭɯɜɚɥɸɜɚɬɢ
ɩɪɚɜɢɥɶɧɿ ɪɿɲɟɧɧɹ, ɜɨɥɨɞɿɧɧɹ ɿɧɨɡɟɦɧɢɦɢ ɦɨɜɚɦɢ); ɩɫɢɯɨɥɨɝɿɱɧɚ ɝɨɬɨɜɧɿɫɬɶ ɿ
ɥɿɞɟɪɫɶɤɿ ɹɤɨɫɬɿ (ɿɧɿɰɿɚɬɢɜɧɿɫɬɶ, ɞɭɯ ɩɿɞɩɪɢɽɦɧɢɰɬɜɚ, ɡɞɚɬɧɿɫɬɶ ɞɨ ɚɧɬɢɰɢɩɚɰɿʀ ɣ
ɜɪɟɝɭɥɸɜɚɧɧɹ ɤɨɧɮɥɿɤɬɿɜ, ɧɚɜɢɱɤɢ ɪɨɛɨɬɢ ɜ ɤɨɦɚɧɞɿ, ɞɨɬɪɢɦɚɧɧɹ ɧɨɪɦ
ɩɪɨɮɟɫɿɣɧɨʀ ɟɬɢɤɢ); ɡɞɚɬɧɿɫɬɶ ɞɨ ɧɚɜɱɚɧɧɹ ɬɚ ɩɪɨɮɟɫɿɣɧɨɝɨ ɪɨɡɜɢɬɤɭ,
ɫɚɦɨɪɟɮɥɟɤɫɿʀ.

ɉɨɞɚɥɶɲɢɦɢ ɧɚɩɪɹɦɚɦɢ ɞɨɫɥɿɞɠɟɧɧɹ ɜɜɚɠɚɽɦɨ ɪɨɡɪɨɛɥɟɧɧɹ
ɪɟɤɨɦɟɧɞɚɰɿɣ ɳɨɞɨ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɫɬɪɚɬɟɝɿʀ ɤɿɛɟɪɛɟɡɩɟɤɢ ɬɚ ɫɢɫɬɟɦɢ ȱɌ-ɨɫɜɿɬɢ
ɜ ɍɤɪɚʀɧɿ ɡ ɭɪɚɯɭɜɚɧɧɹɦ ɞɨɫɜɿɞɭ ɤɪɚʀɧ ȯɋ.
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ȻɊȺɃɄɈ Ȼ. ȼ. ɍɫɨɜɟɪɲɟɧɫɬɜɨɜɚɧɢɟ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɩɨɞɝɨɬɨɜɤɢ ɦɚɝɢɫɬɪɨɜ ɢɡ
ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɭɫɥɨɜɢɹɯ ɟɜɪɨɢɧɬɟɝɪɚɰɢɨɧɧɵɯ ɩɪɨɰɟɫɫɨɜ.

ɋɬɚɬɶɹ ɩɨɫɜɹɳɟɧɚ ɨɞɧɨɣ ɢɡ ɚɤɬɭɚɥɶɧɵɯ ɩɪɨɛɥɟɦ ɩɨɞɝɨɬɨɜɤɢ ɫɩɟɰɢɚɥɢɫɬɨɜ ɩɨ
ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ – ɪɟɮɨɪɦɢɪɨɜɚɧɢɸ ɢ ɦɨɞɟɪɧɢɡɚɰɢɢ ɫɢɫɬɟɦɵ ɂɌ-ɨɛɪɚɡɨɜɚɧɢɹ ɧɚ ɭɪɨɜɧɟ
ɦɚɝɢɫɬɪɚɬɭɪɵ. Ʉɨɧɫɬɚɬɢɪɨɜɚɧɨ, ɱɬɨ ɜ ɫɨɜɪɟɦɟɧɧɨɦ ɢɧɮɨɪɦɚɰɢɨɧɧɨɦ ɨɛɳɟɫɬɜɟ ɧɚɛɥɸɞɚɟɬɫɹ
ɡɚɜɢɫɢɦɨɫɬɶ ɪɚɡɜɢɬɢɹ ɷɤɨɧɨɦɢɱɟɫɤɨɣ, ɩɨɥɢɬɢɱɟɫɤɨɣ ɢ ɫɨɰɢɚɥɶɧɨɣ ɫɮɟɪ ɨɬ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɢ
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ɤɢɛɟɪɧɟɬɢɱɟɫɤɨɣ ɜɨɡɦɨɠɧɨɫɬɢ ɫɬɪɚɧɵ. Ɉɫɧɨɜɧɨɟ ɜɧɢɦɚɧɢɟ ɫɨɫɪɟɞɨɬɨɱɟɧɧɨ ɧɚ ɚɧɚɥɢɡɟ
ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɬɟɥɶɧɨɣ ɛɚɡɵ ɜ ɨɬɪɚɫɥɢ ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ ɪɚɡɧɵɯ ɫɬɪɚɧ. Ɉɬɦɟɱɟɧɨ,
ɱɬɨ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɭɫɨɜɟɪɲɟɧɫɬɜɨɜɚɧɢɹ ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɬɟɥɶɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ
ɨɬɧɨɫɢɬɟɥɶɧɨ ɪɟɝɭɥɢɪɨɜɚɧɢɹ ɩɪɨɰɟɫɫɨɜ ɫɨɡɞɚɧɢɹ ɟɞɢɧɫɬɜɟɧɧɨɝɨ ɤɢɛɟɪɩɪɨɫɬɪɚɧɫɬɜɚ ɢ
ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɝɨ ɩɪɨɫɬɪɚɧɫɬɜɚ ɦɟɠɞɭ ɫɬɪɚɧɚɦɢ ȿɋ, ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɫɩɨɫɨɛɫɬɜɨɜɚɬɶ
ɨɛɴɟɞɢɧɟɧɢɸ ɭɫɢɥɢɣ ɩɨ ɤɢɛɟɪɧɟɬɢɱɟɫɤɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɬɪɚɧ-ɱɥɟɧɨɜ.

Ɋɚɫɫɦɨɬɪɟɧɵ ɧɚɢɛɨɥɟɟ ɜɚɠɧɵɟ ɡɚɤɨɧɵ ɢ ɩɨɞɡɚɤɨɧɧɵɟ ɚɤɬɵ, ɤɨɬɨɪɵɟ ɪɚɡɪɚɛɚɬɵɜɚɸɬɫɹ
ɦɟɠɞɭɧɚɪɨɞɧɵɦɢ ɨɪɝɚɧɢɡɚɰɢɹɦɢ ɞɥɹ ɭɫɨɜɟɪɲɟɧɫɬɜɨɜɚɧɢɹ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɩɨɞɝɨɬɨɜɤɢ
ɦɚɝɢɫɬɪɨɜ ɢɡ ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ. Ɉɩɪɟɞɟɥɟɧɧɨ ɧɚɩɪɚɜɥɟɧɢɹ ɭɫɨɜɟɪɲɟɧɫɬɜɨɜɚɧɢɹ, ɜ ɱɚɫɬɧɨɫɬɢ:
ɨɛɧɨɜɥɟɧɢɟ ɫɨɞɟɪɠɚɧɢɹ ɨɛɪɚɡɨɜɚɬɟɥɶɧɵɯ ɢ ɨɛɪɚɡɨɜɚɬɟɥɶɧɨ-ɧɚɭɱɧɵɯ ɩɪɨɝɪɚɦɦ;
ɪɚɡɪɚɛɚɬɵɜɚɧɢɟ ɪɚɦɨɱɧɨɣ ɦɨɞɟɥɢ ɤɨɦɩɟɬɟɧɰɢɣ ɞɥɹ ɫɩɟɰɢɚɥɢɫɬɨɜ ɜ ɨɬɪɚɫɥɢ
ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ; ɭɫɢɥɟɧɢɟ ɢɧɬɟɝɪɚɰɢɢ ɂɌ-ɨɛɪɚɡɨɜɚɧɢɹ ɢ ɧɚɭɤɢ; ɚɤɚɞɟɦɢɱɟɫɤɨɟ ɩɪɢɡɧɚɧɢɟ
ɦɚɝɢɫɬɟɪɫɤɢɯ ɨɛɪɚɡɨɜɚɬɟɥɶɧɵɯ ɩɪɨɝɪɚɦɦ ɜ ȿɋ. ȼɵɞɟɥɟɧɵ ɨɫɧɨɜɧɵɟ ɬɪɟɛɨɜɚɧɢɹ ȿɋ ɤ
ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ ɢ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɤɨɦɩɟɬɟɧɬɧɨɫɬɢ ɦɚɝɢɫɬɪɨɜ ɢɡ
ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ. ȼɵɹɫɧɟɧɨ, ɱɬɨ ɩɟɪɫɩɟɤɬɢɜɧɵɦɢ ɰɟɥɹɦɢ ɢɧɬɟɝɪɚɰɢɢ ɫɬɪɚɧ ȿɋ ɜ ɨɬɪɚɫɥɢ
ɩɨɞɝɨɬɨɜɤɢ ɦɚɝɢɫɬɪɨɜ ɢɡ ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ ɹɜɥɹɸɬɫɹ ɞɨɫɬɢɠɟɧɢɹ ɧɚɢɜɵɫɲɟɝɨ ɭɪɨɜɧɹ
ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɢ ɚɤɚɞɟɦɢɱɟɫɤɨɣ ɫɜɨɛɨɞɵ, ɪɟɮɨɪɦɢɪɨɜɚɧɢɹ ɂɌ-ɨɛɪɚɡɨɜɚɧɢɹ.

Ʉɥɸɱɟɜɵɟ ɫɥɨɜɚ: ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɚɹ ɩɨɞɝɨɬɨɜɤɚ, ɦɚɝɢɫɬɪɚɬɭɪɚ, ɂɌ-ɫɩɟɰɢɚɥɢɫɬɵ,
ɤɢɛɟɪɧɟɬɢɱɟɫɤɨɟ ɩɪɨɫɬɪɚɧɫɬɜɨ, ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɶ, ɧɨɪɦɚɬɢɜɧɨ-ɡɚɤɨɧɨɞɚɬɟɥɶɧɨɟ
ɨɛɟɫɩɟɱɟɧɢɟ.

BRAIKO B. V. Improving the Professional Training of Masters in Cyber Security in the
Conditions of European Integration Processes.

The article deals with the problem of the professional training of Masters in Cyber Security,
reforming and modernizing the IT education system at the level of master’s level. It is stated that in the
modern information society the dependence of the development of the economic, political and social
spheres on the information and cybernetic capacity of the country is observed. The main focus is on the
analysis of the regulatory framework in the field of cyber security in different countries. It was noted that
there is a need to improve regulatory support for regulating the processes of creating a single cyberspace
and educational space between EU countries, which will help to unite efforts on the cyber security.

The most important laws and regulations developed by international organizations to improve
the professional training of Masters in Cyber Security are considered. Areas of improvement have been
identified, in particular: updating the content of educational and educational-scientific programs;
developing a competency framework for cyber security professionals; enhancing the integration of IT
education and science; academic recognition of Master’s degree programs in the EU. The basic
requirements of the EU for the professional activity and professional competence of Masters in Cyber
Security are highlighted. It has been found out that the achievement of a high level of professional and
academic freedom and reform of IT education is a promising goal for the integration of EU countries
in the preparation of Masters in Cyber Security.

Keywords: training, Master’s degree, IT-specialists, cyberspace, cyber security, regulatory and
legislative support.


